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Research and implementation on multisignature of electronic
official documents based on XML

ZHU Sheng-lin, XIAO De-gin, LIN Pi-yuan
(College of Information, South China Agric. Univ. Guangzhou 510642, China)

Abstract: A multisignature scheme of XM L electronic official documents based on XML is applied using the
XM L signature spedfication, in which every participant signer can select his responsible portion of a document

by XPath conversion. This scheme improves the effidency and flexibility in multisignature procedures.
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, < SignatureV alue>
) ( ).
, 2.2 XPath
2 . XML
< ? xmlversion= 1.0 enwding= UTF-8 7>
; 03, < PurchaseOrder xmlns= urn: purchase-order >
2001 , Tzong-Chen W ? < Customer>
) < Name>> Robert Smith </Name>
, . < Customerld™> 788335 /Customerld™>
</ Customer>
’ XML <ltem partNum= C763 >
) ’ < Produt Id> 6883-JF 3 /Product Id>
XML . < Quantity>> 3<</ Quantity>
’ < ShipDate>> 2002— 09— 03<_/ ShipDate>>
: (1) : <CName> Think Pad</ N ame>>
BASE64 , < /Ttem>
’ <_/PurchaseOrder>
’ : XML XPath
’ < Transform Algorithm = http: //www. w3.
; - (2 41g/TR/ 1999 REC-xpath-19991116 >
’ <XPath™> ancestor-or-self; ; Tten_/ XPath>
’ ’ </ Transform>
. (3 : , _
’ < Item partNum= C763 >
< ProductId™> 6883-JF3/Productld™>
2 XML < Quantity> 3 /Quantity=>
< ShipDate> 2002— 09— 03<_/ ShipDate>
<Name>> ThinkPad" /Name>
y XML XML </ ten>
| 2.3 XML
s XML
XPath 3
XML | 3
2.1 XML ey 5
| » G s Ui
2,11 E4A K : u € G M - =
(URD gtls tay tm} XPath . W=
O Wils Was =% wm} T , C
NO) < SignedInfo™> NG, XPath » wi=C (M) Ti M
;@ <Signature> . T M ’ ui.
2.1.2 A4%ir 2 . D h . SHA.MD5. “ [I”
< SignedInfa™> < Reference™

( ;@ < SignedInfo™> (D {(h(M)s My T} {h(T), h
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firework
s Xi Ui s Web iR 5528
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(5) T : T, Fig. 1 A threelayer hierarchical stiucture of signature scheme
tis h(T)=h(t; Il & Il -1l ), 3.1
(D h(T) h(T) (D DOM : Template-
®) Generator siggen = new TemplateGenerator (doc,
@ R, XSignature. SHA1, Canonicalizer. W3C2, Signa-

I"jh( T, Il rOR_ (a@*) (yih<h(M) IR ) (mod p ),

s Vi Ui

@)

S = Zsimodq,
ul.GG
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3
Java 2 SDK 1.4.1 » Apache
Xerces'1-4-3 XML ,» Apache Xalan-J-2-5-1
XPath , IBM’ s XM L Security Suite
XML Ap1?
Brow se/ Server/ Database (B/
S/D) 3 C 1) XML
Web , Web CA

tureM ethod. RSA).
) DOM
3 , : D (De-
tached): Reference ref =siggen. createReference ( URI ).

@
siggen. wrapWithObject (resElement, id). @

(Enveloping ): Element objectElement=

( , Enveloped ): Reference ref =
siggen. createReference ( #ID name ).
, Transforms, addTrans-

form (String algorithm ). addXPathTransform (String

expression) addTransform (Element transform).
3 Keylnfo ) KeyStore
@)  Keylnfo » KeyInfo.
insertTo (sigElement ).
) (SignatureContext)
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: SignatureContext sigContext=new SignatureCon-
text (); , Signature- 4
Context : setIDResovler () XML
.set Entity Resolver (Entity Resolver). ’
6) sign , sigContext. sign XML , Xpath
(sigElement; key ). ,
(7> XML y ,
XPath , ,
3.2 s
P SignatureContext ,
31 5
2) K ey Info , [ (XML »
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